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Description
Two-Factor Authentication is now required when first signing into DMS, where users will be required to
enter a Security Code sent to their DMS email.

Here’s how it works:

Step 1

Log in to DMS with your username and password:
https://dms.fcoe.org/
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Username:|testuser Forgot your username?
Password: = Forgot your passward?

Login

Are you using DMS for the first time? If so, click here.

This s a corporate intranet to be used by authorized personnel only.

Step 2
Next, for the Security Check window, select E-mail Me A Code.
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‘We need to e-mail you a security Code to confirm your identity.
Please click the button below and then check your e-mail for the code.

E-mail Me A Code

This is a corporate intranet to be used by authorized personnel only.



https://dms.fcoe.org/

Step 3

Check your DMS email, usually your work email, for an email containing the Security Code.

@ DMS Security Code - Message (Plain Text)
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DMS Security Code
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Retention Policy FCSS - Expire Mail After 10yrs (10 years)

Tue 8/16/2022 10:49 AM

Expires  8/15/2032

Start your reply all with: { It worked! Thank you!

{ This is not working. }

Here is the confirmation. } @ Feedback

DMS Security Code: Please use the following code to authorize your browser:

992463 ifmmm

Please do not reply to this message.
This message was sent from an unmonitored email account.
If you need assistance, please inform the designated DMS help contact at your district office

Step 4
Go back to your web browser’s Security Check window, enter the code from the email and select
Submit. It should now launch DMS.

e TIP: Check Remember this browser.
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‘We sent a security Code to the email address for your account.

* Enter Code: | Send a new code

* & Remember this browser
Submit

This is a corporate intranet to be used by authorized personnel only.




FAQ and Getting Help
1. If you did not receive the email:
e Check your Junk/Spam folders.
e Try the Send a new code link if needed.
e Check with your district’s DMS Site Administrator that your correct email is in Everest’s

DMS section.
o For DMS help, please contact your DMS District Site Administrator first: DMS

District Contact List

> For District Everest Admins - How to check an employee’s DMS email: You
can verify the DMS email in Everest Desktop RemoteApp in the HR/Payroll
module > Applications > Personnel folder > Everest Employee Update
application > look up employee > DMS Information tab:
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User Name: rfrost Email User Name

APD Selected:  No

Password: ***** Email Password
Paperless E-Paystub (Electronic Pay Stub):  No

[ Email: Change Email l

" Receives E-Paystub Email Notification:  No

County ID: Email County ID

Status: Active

2. How often will | have to do this Two-Factor Authentication?
e Users will only be prompted to enter a security code if signing in from a new device,
new web browser or if the user recently cleared their web browser’s cache.

3. If after checking with your district’'s DMS Site Administrator that your email is correct or you are
experiencing other technical issues, contact Everest/DMS Support at support@fcoe.org.
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